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ATTACHMENT IX
SECURITY REQUIREMENTS

Section 1. Physical Security

This Section 1 sets forth security requirements for physical Collocation at Bell Atlantic’s
premises. Each Party shall take reasonable steps to protect the other’s personnel and
property, including the following:

1.1 MClIm shall access only equipment owned by MCIm and shall enter only those areas
of Bell Atlantic’s premises where such equipment is located. Bell Atlantic shall maintain
a log of its employees and agents that enter these areas. Bell Atlantic shall allow MCIm,
after reasonable advance notice, to inspect areas that house or contain MCIm equipment
or equipment enclosures in accordance with mutually acceptable procedures.

1.2 MClm shall deliver to Bell Atlantic within thirty (30) days of the date of this
Agreement and every sixty (60) days thereafter a current list of its employees and agents
authorized to enter Bell Atlantic’s premises. While on Bell Atlantic’s premises, such
employees or agents shall prominently display identification badges. If requested by Bell
Atlantic, MCIm shall provide this information in an electronic format.

1.3 Each Party shall, while on the other’s premises or in areas on its premises designated
solely for the other Party’s use, comply with the other’s generally applicable security and
safety procedures and requirements as may be provided from time to time by the other
Party (including but not limited to sign-in, identification, and escort requirements);
provided, however, that MCIm’s procedures and requirements for access to its equipment
areas shall be consistent with those established by Bell Atlantic for the relevant premises.

1.4 Neither Party shall tamper with or perform any activities upon the other’s equipment
located on its premises, except as necessary to perform this Agreement (e.g., equipment
maintenance, installation, efc.) or in case of emergency. In an emergency, the affected
Party shall promptly notify the other of the emergency, take steps it deems appropriate to
manage the emergency (using reasonable care under the circumstances to protect the
other’s equipment), and allow the other Party to access its premises (subject to the
requirements of this Section 1) to protect its equipment.

1.5 MClIm shall ensure that areas that house MCIm’s equipment are adequately secured
to prevent unauthorized entry. Bell Atlantic shall have no liability in this regard. MCIm
shall furnish Bell Atlantic with all keys, entry codes, lock combinations, and other
materials and information necessary for Bell Atlantic to gain entry to any secured MCIm
area. Bell Atlantic shall limit access to such areas to its authorized employees and agents.

MCIm-BELL ATLANTIC INTERCONNECTION AGREEMENT - VIRGINIA X-1



AU gusT 10, 200(a—tc—rs Attachment [X |

1.6 Each Party shall promptly notify the other of any breach by the other Party of the
foregoing provisions.

1.7 MClIm shall ensure that MCIm equipment at Bell Atlantic’s premises is suitable for
use 1n the operational environment at such premises. Bell Atlantic shall have no liability
in this regard, other than to maintain the general environmental conditions in the premises
at normal operational levels suitable for its own equipment.

Section 2. System Security

2.1 Each Party shall provide the other a back-up and recovery plan to be used in the
event of a system failure or emergency to facilitate prompt systems restoration and
recovery. The Parties shall reasonably cooperate to determine which systems require
disaster, restoration and recovery plans. Any such plans will be prov1ded to the other

Party.

2.2 Each Party shall maintain a reasonable standard of security between operation system
interfaces consistent with its own information security practices.

Section 3. Fraud Prevention

3.1 Each Party shall make available to the other fraud prevention features, including
prevention, detection, or control functionality, that may be embedded within any of the
Network Elements in accordance with applicable Tariffs or as otherwise mutually agreed,
such as 900 NPA and international blocking offered to business customers and

aggregators.

3.2 Uncollectible or unbillable revenues from fraud and resulting from, but not confined
to provisioning, maintenance, or signal network routing errors shall be the responsibility
of the Party causing such error.

3.3 Neither Party shall be responsible to the other for any fraud incurred in connection
with their respective service offerings, except that each Party shall indemnify and hold
each other harmless for any losses payable to IXC carriers caused by “clip-on” fraud
incurred as a result of unauthorized access to an indemnifying party’s Service Area
Concept (“SAC™); provided that the indemnifying party shall control all negotiations and
settlements of such claims with the applicable IXC carriers.
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Section 4. Law Enforcement Interface

Each Party shall provide reasonable assistance to the other in accordance with Applicable
Law and the Party’s internal procedures in connection with: installation of and
information retrieval from traps in its network, emergency traces on and information
retrieval from subscriber invoked CLASS services (e.g., call traces requested by the other
Party), and execution of wiretap or dialed number recorder orders from law enforcement
authorities.
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ATTACHMENT X

PERFORMANCE MEASUREMENTS, STANDARDS,
REPORTS AND REMEDIESRERGQRTING

Section 1. Litiel-RertormaresRaoposting General Requirements. This Attachment N sets

forth the requirements tor a measurement and reportine plan that will aliow MCIm to monitor
Bell Atantce’s service gualitv and performance. [ lurther scts forth the termis and conditions
under which Bell Atlanuc shall pav remedies to MClim in the event of a Specified Performance
Breach as defined in this Attachment X, This Attachinent X contains Performance
Meceasurcements. Standards. Reports and Remedics that apply to Bell Adantic’s performance under
this Agrecment.

1.1 Definitions.

1.1.1 Performance Standards mcans the 1argct level of Bell Aulantic
performance specified for cach Performance Mcasurcment. Performance
Measurcments contained in Exhibit A 1o this Attachment X specily as the
Purlormancc Standard cnhgru pam\ with Bell Atlantic p;rformam.c or (ua

1.1.2_ Performance Measurements means the list of measurements included in

Exhibit A of this Attachment X. If Bell Atlantic performance reporting has been
previouslv imposed on Bell Atlantic by the Commission. anv particular

measurements that are more detailed or more disaggregated than those contained
in this Attachment X will substitute tor the comparable measurements in this
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Attachment X, Anv additional or more detailed measurements adopted by the
Commission after this Agreement is signcd will be deemed automatically added 1o
the performance and remedy plan: however. the Partics will separately agree on
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1.1.3_Specified Activity means anv activity performed under this Agreement for
which a Performance Measurement has been established in this Attachment X.

1.1.4_Specified Performance Breach means the failure bv Bell Atlantic to megt
the Performance Standards for any Specified Activity listed in Exhibit A bv anv

of the degrees of variance as described in Exhibit A -Sekedide-AH-cEs3wtH
= N ¥ 1 Ny e i

1.1.5_Submetric means a report for each disaggregated veographic area. product

tvpe. intertace tvpe. volume type (i.e.. fewer than 10 lines versus creater than 10
lines). or other differentiated categorv. as set forth in Exhibit A--Sehedule-bilo
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1.1.6 Modified z Test is a statistical means of determininge whether paritv exists

in Bell Atlantic’s wreatment of its own retail customers versus MClin's customers.
The moditied z score compares MCIm's mean to Bell Atlantic’s mean and
variance in pertformance around that mean.

1.2 The Parties agree that the performance information included in these reports required
bv this Attachment X is Confidential Information of Bell Atlantic and, with respect to
MClIm specific reports, Confidential Information of MCIm under: Section 22 of Part A of
this Agreement. The Parties -shall use such Confidential Information solely for internal
performance assessment purposes, for purposes of joint MCIm and Bell Atlantic
assessments of service performance, and for reporting to the Commission, the FCC, or
courts of competent jurisdiction, under cover of a protective order pursuant to Section 22

of Part A.

1.3 Bell Atlantic shall meet the Performance Standards set forth in Exhibit A of this
Attachment X. except in those instances where its failure 1o do so is a result of: (1)
MCIm’s failure to perform anv expressly contingent obligation. (ii) anv delav. act or
fatlure to act by an MCIm customer: or (iit) anv Force Majeure Event as defined in

Part A. Exhibits A and B are hercby incorporated into and made a part of this Agreement
and Auachment X. For purposes of this Attachment X, all references in Exhibits A and B
to ‘CLEC™ mean | \/ICIm and all retarcnc;: 0 1[[ }-C)" mean Bc.ll Atlantic. Fhe-guesten
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1.4 Bell Atlantic shall pav MClm in accordance with the Remedy Plan set forth in
Exhibit B.

].4.1 Pavment of Remedies. Bell Atlantic shall pav remedies to MClm month!s
within one week of issuance of anv report for which a remedv is pavable. If Bell
Atlantic’s pavment is not made in a timelv manner. or is made in an incotrect
amount. MCIm mav. upon written notice to Bell Atlantic. set-off the amounts due
acainst MIClIm's pavments to Bell Atlantic for services. If Bell Atlantic proves.
and the Commission determines. that results were in error. MClim will retund to
Bell Atlantic the associated remedies pavment.

1.4.2 Remedies for [ate and Incomiplete Reports. Bell Adantic shall pav $10.000
per dav for cach Jate report. and S300 multiplied bv cach missing Submetric per
dav for incomplete reports.

1.3 Bell Atlantic and MClm agree that remedies at law alone will not compensate MClm
tor Bell Atlantic failures to meet the Performance Standard requirements, failures to
install or provision services in accordance with the due dates. or for failures to provide
customer usage data or other information required bv this Agreement. Therefore. MCIm
1s entitled to seek injunctive reliet and other equitable remedies (in addition 10 remedies
provided in this Agreement. at law and through administrative process) to require Bell
Atlantic to (1) cause the service ordered bv MClm to meet the Pertormance Standards. (i1)
install or provision service ordered by MCIm within the due dates and (iii) provide
customer usage data or other information reqguired bv this Agreement.

‘Section 2. Kurther-RerformaneeReportingDelivery of Reports and Data

2.1 Bell Atlantic shall not assess a separate charge for provision ot the data to MClm
required by this Attachment X.

2.2 Bell Atlantic shall show MCIm results for cach report month as a comparison to the

Bell Atlantic retail result for the same period. with an indication. for cach measurement.
of where the MClm result is lesser in quality (based upon the test for parity described in
this Attachment X). Reporting to MCIm will include. for cach measurement. a
cprcaen[anon of the dispersion around the avcrage {mean) of the measured results for the

eriod (for example. percent of 1-4 lines installed in the first dav. second dav.
third dav. and > ten days). Bell Atlantic shall report separately on its own performance
for cach reporting dimension as provided to: (1) its own retail customers: (1i) anv ofits
Affiliates that provide local service: (iii) competing carriers (CLECS) in the agoreoate
(not including MClm): and (iv) MCIm. Notwithstanding the definition of Affiliate in
Pan B. for purposes of this Attachment X. Affiliate also includes any Bell Atlantic
Affiliate which purchases local service for resale. Interconnection. or Network Elements
from Bell Atlantic.
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2.3 Performance Mcasurements reportine will be disacerceated 10 ensure parity

comparisons are meaninglul. The reportine dimensions in Exhibit A indicate the
disaggregation levels for cach Performance Measurcment. as aerced 1o by the Partjcs.
Measurement data will be reported in a manner consistent with natural ecoeraphic and
opcrational areas (i.c.. bv MSA and state) 1o allow prudent operational manacement
decisions to be made and to avoid obscurine actual performance levels. Interval-affecting
volumes will be reported separately 1o accurately depict Bell Atlantic performance in
handling both small and large volume reguests. [he Partics will aeree to volume
thresholds that are disaverevated sulficients to allow a meanineful comparison of Bell
Atlantic’s retail and wholesale performance.

2.4 Bell Atlanuc shall provide performance repoLts 1o MClIm bv the tifteenth dav
following the close of each calendar month. If the tifteenth dav falls on a weekend or
holidav. Bell Atlantic shall provide the reports the next business day.

2.3 Ifreguested bv MCIm. Bell Atlantic shall transmit data files of raw dala supporting
the monthly performance reports on the fificenth dav of the month (or the first busingss
day following anv fifteenth dav which falls on a weckend or holidav) in a muwally
acceptabice format. protocol. and transmission media.

2.6 MCIm and Bell Atlantic will consult with one another and attempt in good faith to
resolve anv issues regarding the accuracy or integrity of data collected. generated. and
reported pursuant to this Attachment X. In the event MCIm requests such consultation.
and the issues raised bv MCIm have not been resolved within 43 davs after MCIm s
request tor consultation. then MCIm mav. at Bell Atlantic’s expense. conduct an
independent audit of Bell Atlantic's performance measurement data collection.
computing. and reporting processes. The auditor will enter into an appropriate non-
disclosure agreement. MCIm mav not request more than one audit per six calendar
months under this Section 2. This Section 2 does not modity MCIm’s apdit rights under

other provisions ot this Agreement.
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Section 3. Deﬁ##m»%ﬁ&l—ﬂerfeﬁmm-ﬂdp%lmrmi Implementation and Data

Review

5.1 Bell Atlantic shall provide to MCIm a guidelines document detailing Bell Atlantic’s
measurement calculation methodology. business rules. exclusions. and disaggregation
approach. when Bell Atlantic delivers the tirst report to MCIm. The guidelines document
must be sufficientlv detailed to allow an independent partv to duplicate the report it given
the total set of Bell Atlantic and MCIm raw data.

3.2 During implementation of the measurcment reporting. MCIm may validaic data

collection. measurement result computation. report production. and related business
processes. The Parties agree that such activitics do not constitute an audit under the terms

ol the measurement plan outlined in Section 2.
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Section 4. Statistical Tests for Parity

4.1 Modified z-Test. [or anv measurement where a parity standard is set in the
Performance Standards. Bell Atlantic shall use the modified z test that compares MClm's
mean to Bell Atlantic’s mean and variance. Anv modified z score less than =1.643 will
be considered a miss of parity. Because this critical value represents a 93%% certainty that
the paritv_miss was not due to randomness in process. the Parties agree that the remedies
will applv to all misses. Base remedv amounts also will apply after the second
consecutive month Bell Atlantic receives a moditied z score between -0.63 and -1.643.
The Parties agree that anv negative z score means that MClIm received poorer
pertformance than Bell Atlantic’s own customers. and that the longer duration of a
necative score represents a higher degree of statistical contidence that the result was not
due to randomness in process. :

4.2 Small Sample Sizes. For sample sizcs smaller than 30. including samples as simall
as one. permutation test software will be used to determine paritv. Bell Atlante and
MCIm mav _agree 1o a table of allowed misses for Performance Measurements expressed
as a pereentage 1o establish the number of misses allowed with a small sample size.

before remedies arg pavable.
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Virginia
Carrier-to-Carrier Guidelines
Performance Standards and Reports
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CONSOLIDATED TEST METRICS
WorldCom Proposal

Presented August 10, 2000
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Carrier-to-Carrier Guidelines
Performance Standards and Reports

CONSOLIDATED TEST METRICS
WORLDCOM DRAFT

August 2000

August 10, 2000
¢2c¢ Guidelines VA 8_10_00



"Pre-Ordering |

Response Time OSS Pre-Ordering Interface

PO-2 | OSS Interface Availability 9
PO-3 | Contact Center Availability 112
PO-4 | Timeliness of Change Management Notice 134
PO-56 | Average Notification of Interface Outage 156
PO-6 | Software Validation 167
PO-7 | Software Problem Resolution Timeliness 178
PO-8 | Manual Loop Qualification 20
PO-9 | Response Commitments Met 21
Ordering OR-1 Order Confirmation Timeliness 222
OR-2 | Reject Timeliness 288
OR-3 | Percent Rejects 344
OR-4 | Timeliness of Completion Notification 355
OR-5 | Percent Flow-Through 399
OR-6 | Order Accuracy 41
OR-7 | Order Confirmation/Rejects Sent Wlthm 3 Business Days . 433
OR-8 | Acknowledgement Timeliness 444
OR-9 | Order Acknowledgement Completeness 455
OR-10 | Lost Order Troubie Tickets 45
OR-11 | Resubmission Rejection 47
OR-12 | Percent Loss Notifications Returned within X Minutes 48
Provisioning | PR-1 Average Interval Offered 49
PR-2 | Average Interval Completed 53
PR-3 | Completed within Specified Number of Days (1-5 Lines) 58
PR-4 | Missed Appointments 81
PR-5 | Facility Missed Orders 69
PR-6 | Installation Quality 71
PR-7 | Jeopardy Reports 713
PR-8 | Open Orders in a Hold Status 724
PR-8 | HotCuts 746
Maintenance | MR-1 Response Time OSS Maintenance Interface 779
& Repair MR-2 | Trouble Report Rate 81
MR-3 | Missed Repair Appointments 83
MR-4 | Trouble Duration intervais 85
MR-5 | Repeat Trouble Reports 89
Network NP-1 | Percent Final Trunk Group Blockage gg
NP-2 | Collocation Performance
Performance NP-5 | Network Outage Notification 95
NP-6 | NXX Updates 96
Billing BI-1 Timeliness of Daily Usage Feed 97
Bl-2 Timeliness of Carrier Bill 99
BI-3 Billing Accuracy 100
Bl-4 DUF Accuracy 101
BI-5 Accuracy of Mechanized Bill Feed 103
BI-8 Completeness of Usage Charges 104
BI-7 Completeness of Fractional Recurring Charges 105
BI-8 Non-Recurring Charge Completeness 106
Bi-9 Percent Billing Errors Corrected in X Days 109
Operator OD-1 | Operator Services — Speed of Answer 108
Services and | ©0-2 LI.DB, Routing_ and OS/DA Platforms 110
Databases OTD-3 Dlrectory- Assistance Database Update Accuracy 111
General GE-1 | Directory Listing Verification Reports 112
GE-2 | Poles, Ducts, Conduit and Rights of Way 113
GE-3 | % Bona Fide Request Responses 114
Glossary Glossary 115
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